Networking 1B – More VLAN Commands
Security
Some network administrators will provide security by only allowing one MAC address to connect to each switch port.  The following commands will set a maximum number of IP address permitting on a switch port and shut down the interface if that number is exceeded.

Switch1(config)#INT F0/1

Switch1(config-if)#SWITCHPORT PORT-SECURITY

Switch1(config-if)#SWITCHPORT PORT-SECURITY MAXIMUM X  

(X is maximum MAC addresses permitted on this switch port)

(Realize that each VLAN that connects to the opposite side switch will count as 1)
Switch1(config-if)#SWITCHPORT PORT-SECURITY VIOLATION (SHUTDOWN/PROTECT/RESTRICT)
1. Shutdown – When a violation occurs on this port, the switch will automatically shut down the interface.

2. Protect – When the number of secure MAC addresses reaches the limit allowed on the port, packets with unknown source addresses are dropped until you remove a sufficient number of secure MAC addresses or increase the number of maximum allowable addresses. You are not notified that a security violation has occurred.
3. Restrict – Same as protect, except are notified of the violation.
Another command tells the switch which MAC address to accept communications from.  You can then set up your violation in the event a different MAC address connects to the switch on this interface.

Switch1(config-if)#SWITCHPORT PORT-SECURITY MAC-ADDRESS <mac address>
VTP – (VLAN Trunking Protocol)

This set of commands allows you to create a VLAN database and have it and subsequent changes be distributed to all switches in your topology.

When VTP is implemented a switch can be in one of three states:

Server – This switch will share its VLAN database will all other switches in its VTP domain.

Client – A switch in client mode will adjust its VLAN database when it receives an update from a VTP server.

Transparent – A switch in transparent mode will pass along VTP updates, but will not process them.  Changes can be made to a transparent switch’s VLAN database, but it will not be forwarded on.

To make this work, the following must be configured:

1. All switches participating must be in the same VTP domain.

2. One minimally switch must be set to be the server.  (You can have two for redundancy if you desire)

3. All other switches must be set to clients or transparent.

4. VTP Passwords can be set up to provide more security, but they must all match.

VTP DOMAIN <domain name>   (must match on all switches to get VLAN updates from server)
VTP MODE SERVER/CLIENT/TRANSPARENT  (need one server minimally)
VTP PASSWORD <password>   (optional)
