HDLC, PPP, PAP and CHAP
HDLC – Cisco proprietary WAN encapsulation method.

PPP – Nonproprietary WAN encapsulation (used with non-Cisco routers)

Router(config-if)#  ENCAPSULATION PPP   (configured from a serial interface)
Authentication with PPP – Verifies the identity of sender before accepting the packets 
Router(config-if)#  PPP AUTHENTICATION (PAP or CHAP) 
(again configured on serial interface)
PAP – Password Authentication Protocol

1. Sends the username and password information in plain text (easy to snag by packet sniffers)

2. You enter the usernames (host name) and passwords for those routers you will accept connections.

3. You may enter several usernames and passwords if you have multiple connections to this router.

Router(config)#USERNAME <username you accept connections > PASSWORD <password from other router>

Router(config-if)#PPP PAP SENT-USERNAME <my username> PASSWORD <my password> 
*PPP PAP SENT-USERNAME is from the interface you want to send it out.  Router(config-if)#PPP PAP…

If I had two routers, left and right, their configuration would look like this (after encapsulation ppp and ppp authentication pap commands):

Left
username right password righty   (will accept communications from this username and password combo)

ppp pap sent-username left password lefty    (sends this username and password to be authenticated)

Right

username left password lefty   (will accept communications from this username and password combo)

ppp pap sent-username right password righty    (sends this username and password to be authenticated)

CHAP – Challenge Handshake Authentication Protocol

1. CHAP authentication is heavily encrypted

2. Works the same as PAP, except the same password has to be entered on each side and the username command must match the hostname of the opposite side router you are authenticating.
Left 
Encapsulation ppp (entered on the serial interface)

ppp authentication chap
Hostname left
Username right password mustmatch

Right
Encapsulation ppp   (entered on the serial interface)

Ppp authentication chap
Hostname right
Username left password mustmatch
