Networking 1B– Port Security
Security
Some network administrators will provide security by only allowing only one MAC address to connect to each switch port.  The following commands will set a maximum number of IP addresses permitted on a switch port and shut down the interface if that number is exceeded.

Port Security Commands
Enabling Port Security – Done every time you want to enable port security on an interface.
Switch1(config)#INT F0/1 (Port security is done on a specific interface)
Switch1(config)#SWITCHPORT MODE ACCESS/TRUNK  (Must manually assign its mode)
Switch1(config-if)#SWITCHPORT PORT-SECURITY  (Enables Port Security)

Setting a Maximum – Limit the number of MAC addresses to be learned on this switch port.

Switch1(config-if)#SWITCHPORT PORT-SECURITY MAXIMUM X  

(X is maximum MAC addresses permitted on this switch port)

Switch1(config-if)#SWITCHPORT PORT-SECURITY MAXIMUM X  VLAN #

(This sets the maximum number of learned MAC addresses on specified VLAN #)


Setting the Violation – What happens if security is breached?

Switch1(config-if)#SWITCHPORT PORT-SECURITY VIOLATION (SHUTDOWN/PROTECT/RESTRICT)
1. Shutdown – When a violation occurs on this port, the switch will automatically shut down the interface.  The port will remain disabled until manually reinstated.  This is the default violation.
2. Protect – Drops packets with unknown source addresses until you remove a sufficient number of secure MAC addresses to drop below the maximum value.  No message is sent with this violation mode.
3. Restrict – Drops packets with unknown source addresses until you remove a sufficient number of secure MAC addresses to drop below the maximum value.  The violation also triggers a message to be sent that a violation occurred.

How to Dynamically Learn MAC Addresses
Switch1(config#if)#SWITCHPORT PORT-SECURITY MAC-ADDRESS STICKY

This will learn MAC-addresses dynamically until the maximum number is reached.

How to Statically Assign MAC Addresses

Switch1(config-if)#SWITCHPORT PORT-SECURITY MAC-ADDRESS xxxx.xxxx.xxxx
Port Security SHOW Commands
SHOW PORT-SECURITY

SHOW PORT-SECURTY ADDRESS
