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The OSI Model

Layer 1 – Physical Layer

1. Media – The cabling used on a computer network.

a. Unshielded Twisted Pair (UTP)

i. 8 colored wires inside a plastic sheath

ii. Three cable types

1. Straight Through Cable

a. Connects PCs to switches

b. Connects switches to routers

2. Crossover Cable

a. Connects pc to pc

b. Connects switch to switch

c. Connects PC to router

3. Rollover

a. Connects PC to router for configuration purposes

b. Coaxial

i. Solid copper core

ii. Two types

1. Thicknet – 10Base5

2. Thinnet – 10Base2

iii. Half Duplex – Data can only be sent in one direction at a time

c. Fiber Optic

i. Sends a light signal instead of electrical

ii. Immune to EMI (Electromagnetic Interference)

iii. Can travel extremely long distances without weakening

iv. Bandwidth capacity is limitless

v. Typically used for network backbones

2. Signaling on the Media

a. Binary

i. Copper Media (coaxial and UTP)

1. 1 – 5 volt pulse

2. 0 – Low level or 0 volt pulse

ii. Fiber Optic

1. 1 – High intensity light pulse

2. 0 – Low level or absent light pulse

3. PDU – Bit (what we call the data at the physical layer)

Layer 2 – Data Link Layer

1. LAN (Local Area Networks) are defined here.

a. Types of LANs

i. Ethernet

1. Most Common

2. Different speeds have different names

a. Ethernet – 10 Mbps (10,000,000 bits per second)

b. FastEthernet – 100 Mbps

c. Gigabit Ethernet – 1 Gbps (1 billion bps)

3. Ethernet Standards

a. 10Base2 – 10 Mbps, Thin coaxial,  “Thinnet”

b. 10Base5 – 10 Mbps, Thick Coaxial, “Thicknet”

c. 10BaseT – 10 Mbps, UTP

d. 100BaseT – 100 Mbps – UTP

e. 1000BaseT – 1 Gbps – UTP

f. 1000 Base LX, 1000BaseSX – 1 Gbps, Fiber Optic

4. CSMA/CD – Carrier Sense Multiple Access/ with Collision Detection

a. When a network wants to transmit, it first “listens” to the media.

i. If no signal is present, the device transmits

ii. If a signal is present, the devices waits.

b. When two machines transmit at the same time, a collision occurs.

c. When a collision occurs the following happens:

i. The PC nearest the collision will sense it.  (10 volts)

ii. The PC issues a jam signal telling all PCs to stop transmitting.

iii. All PCs then run a backoff algorithm, which means:

1. Each PC waits a random amount of time

2. Random time staggers the devices

iv. After the backoff algorithm, normal activity resumes

ii. Token Ring

1. Ring Topology

2. An electronic token circles the network.

3. Only the PC with the token can transmit.

4. No possibility of collisions.

5. Downside is that you must wait for the token to transmit.
6. Not efficient on larger networks.

iii. FDDI – Fiber Distributed Data Interface

1. Dual ring Topology

2. Fiber optic media

3. Used for a redundant backbone

2. NICs – Network Interface Cards

a. MAC addresses – AKA Physical Address, BIA (burned in address)

i. 48 bits

ii. 12 Hexadecimal

iii. Unique (No 2 MAC addresses are the same)

iv. Composed of 2 Parts

1. 1st 24 bits – OUI (Organizational Unique Identifier) – who made the NIC

2. 2nd 24 bits – Serial number – Gets bigger by 1 for each NIC made

v. Used to deliver LAN transmissions
vi. Cannot be changed – Burned into the NIC

1. PDU – Frame

a. Source and Destination MAC address

b. FCS – Frame Check Sequence – Used for Error Detection/Correction

c. Data Itself 

Layer 3 – Network Layer

1. IP Addressing

a. Identifies this device on the Internet

b. Logical Address – Can be logically assigned/changed

c. DHCP – Automatically assigns IP addresses (Dynamic Host Configuration Process)

d. Two parts to an IP address

i. Network Portion – This part will not change (locked in)

ii. Host portion – This part will change for each host on the network.

e. Subnet Mask – Tells which parts of the IP address are network and host

i. 1 – means a network bit

ii. 0 – means a host bit

iii. Expressing a subnet mask

1. Dotted Decimal – 255.255.255.0

2. Slash Notation - /24 – Number tells how many network bits (out of 32)

3. Altering the subnet mask changes the size of your network/subnet.

b. Classes of Networks

i. Class A

1. 255.0.0.0 – Default Subnet Mask

2. Only first octet is locked

3. 16.7 million hosts on each Class A

4. First Octet value is 1-126

ii. Class B

1. 255.255.0.0 – Default Subnet Mask

2. First 2 octets are locked

3. 65536 IP addresses per Class B

4. First octet is 128-191

iii. Class C

1. 255.255.255.0 – Default Class C Subnet Mask

2. First 3 octets locked

3. 256 IP addresses on each Class C

4. First octet value 192-223

c. Three Types of IP Addresses

i. Network Address

1. First IP address of a subnet/network.

2. Cannot be used for a host or router interface.

3. Used to represent the entire network/subnet

4. Use with RIP in a NETWORK statement.

5. All zeros in the host portion (binary)

ii. Host Address

1. Assignable to interfaces and hosts

2. Cannot be reused - each device needs its own, unique IP address

3. All of the IP addresses between the network and broadcast addresses.

iii. Broadcast Address

1. Last IP address of a subnet/network.

2. Cannot be used for a host or router interface.

3. Used to send a message to everyone on that network/subnet.

4. All 1s (ones) in the host portion.  (binary)

d. Private IP Addresses

i. Can be reused

ii. Will not be routed (sent to remote networks)

iii. There is a private IP range for each class of network

1. Class A – 10.0.0.0 to 10.255.255.255

2. Class B – 172.16.0.0 to 172.31.255.255

3. Class C – 192.168.0.0 to 192.168.255.255

3. Routing Protocols

a. Make decisions about how to get to destination networks.

b. RIP is a routing protocol.

c. Terminology

i. Metric – Measurement used to calculate the best route.  (ex:  hop count)

ii. Administrative Distance – Trustworthiness of the route

1. Lowest AD wins

2. 0 – Directly Connected

3. 1 – Static Route

4. 90 – EIGRP

5. 110 – OSPF

6. 120 – RIP

Layer 4 – Transport Layer

1. Handles reliability when data is sent across the Internet.

a. Three Way Handshake

i. Before any data is transmitted, sender and receiver verify communications.

1. 1st Part – Sender “Are you there?”

2. 2nd Part – Receiver “Yes.  Are you there?”

3. 3rd Part – Sender “Yes”

4. Both sides have responded to requests from the other side.

b. Acknowledgments – Receiver verifies receipt of each “chunk” of data

c. Windowing – Data transfer rate is negotiated between sender and receiver.

d. Sequencing – All “chunks” are numbered so they can be reorder as they arrive out of order.
e. Port Numbers – Different Communications use different “Channels”

i. Numbers 0 through 1023 are registered for certain protocols/applications

1. Port 80 – HTTP (web page traffic)

2. Port 20, 21 – FTP (download/upload)

3. Port 23 – Telnet (remote control using an IP address)

4. Port 25 SMTP (Simple Mail Transfer Protocol – sending email)

5. Port 53 – DNS (Domain Name Service – converting cisco.com to IP)

ii. Port numbers greater than 1023 are unregistered

1. Used to keep instances of same traffic type separate

2. Multiple Browser windows
a. Source Port number is > 1023 and often randomly assigned

b. Destination port is 80

2. PDU – Segment (what we call data at the transport layer)

Layer 5 Session Layer

1. We build a virtual circuit between sender and receiver.

2. Connection is managed two ways:

a. Web Page – Connection established – Data transferred – Connection terminated

b. Telnet – Connection established and maintained until you choose to terminate it.

3. Session layer defines the set up, management and termination of these connections.

Layer 6 Presentation Layer 

1. Sender and receiver try to find a “common data format”.

2. Universal file types are helpful

a. Images – BMP, JPG, GIF, PNG

b. Video – MPEG, Quicktime, AVI

c. Audio – MP3, Wav

3. Presentation layer will attempt to convert to a known format on both sides

Layer 7 Application Layer

1. We are using a program that utilizes the Internet

2. Examples

a. Telnet

b. Web browser

c. World of Warcraft

d. Email 

e. Instant Messaging

f. VOIP

g. Downloading/Uploading

OSI Model Recap

Layer 1 – Physical – Media – PDU Bit

Layer 2 – Data Link – LAN communications – PDU Frame

Layer 3 – Network – IP Addressing and Routing – PDU packet

Layer 4 – Transport – Reliability with Internet communications – PDU segment

Layer 5 – Session – Virtual Circuit Management 

Layer 6 – Presentation – Common Data Format

Layer 7 – Application – A program requires the Internet  - PDU – Raw Data

Mnemonic Devices
Please Do Not Throw Sausage Pizza Away – Layers 1 to 7

All People Seem To Need Data Processing – Layers 7 to 1

Big First Person Shooter, Dude! – PDUs for Layer 1-4, 7

