NAT – Network Address Translation
The purpose of Nat is to disguise our private IP addressing structure to the outside world.  It can also be used to get by with fewer public IP addresses (PAT), thereby conserving them.

There are three ways to configure NAT.

Option # 1 – Static NAT

In this situation, you are manually assigning a public IP address to a private IP address.  There is a one to one correspondence.  You would do this typically for those devices on your LAN that you’ve assigned static IP addresses and you don’t want to change.  (web servers, IP phones, primarily)

Syntax - Interfaces

The FastEthernet interface will get this command:

Router(config-if)#IP NAT INSIDE
The serial interface pointing toward the default route gets:

Router(config-if)#IP NAT OUTSIDE

Syntax – NAT
Step 1

First you have to set up the pool of public IP addresses that you will use.  This is done from global config.
IP NAT POOL <pool-name> <Starting IP> <Ending IP> NETMASK <subnet mask>
Example:  
Router(config)#IP NAT POOL CESSPOOL 205.0.0.1 205.0.0.254 NETMASK 255.255.255.0
Step 2
Assign an internal private IP address to an external public IP address.
IP NAT INSIDE SOURCE STATIC <internal private IP> <external public IP>

Example:

Router(config)#IP NAT INSIDE SOURCE STATIC 192.168.1.3 205.0.0.3

Option # 2  - Dynamic NAT

Step 1

First you have to set up the pool of public IP addresses that you will use.  This is done from global config.

IP NAT POOL <pool-name> <Starting IP> <Ending IP> NETMASK <subnet mask>

Example:  
Router(config)#IP NAT POOL CESSPOOL 205.0.0.1 205.0.0.254 NETMASK 255.255.255.0

Step 2
Now you create a standard access list to represent those private IP addresses that you are willing to NAT.

ACCESS-LIST <ACL# 1-99>PERMIT <Private IP ADDRESS> <Wildcard Mask>
Example:

ACCESS-LIST 10 PERMIT 192.168.1.0 0.0.0.255

Step 3
Combine the Access-list with the pool

IP NAT INSIDE SOURCE LIST <acl#> POOL <pool-name> 

Example:

IP NAT INSIDE SOURCE LIST 10 POOL CESSPOOL
Option # 3 – PAT (Port Address Translation) (Aka:  Dynamic NAT with Overloading)

Here we will use a single public IP address and tie multiple private IP addresses to it.
Step 1

First you have to set up the one public IP address that you will use.  This is done from global config.

IP NAT POOL <pool-name> <IP Address> <IP Address> NETMASK <subnet mask>

Example:  
Router(config)#IP NAT POOL CESSPOOL 205.0.0.1 205.0.0.1 NETMASK 255.255.255.0

Step 2
Now you create a standard access list to represent those private IP addresses that you are willing to NAT.

ACCESS-LIST <ACL# 1-99>PERMIT <Private IP ADDRESS> <Wildcard Mask>

Example:

ACCESS-LIST 10 PERMIT 192.168.1.0 0.0.0.255

Step 3
Combine the Access-list with the pool

IP NAT INSIDE SOURCE LIST <acl#> POOL <pool-name> 

Example:

IP NAT INSIDE SOURCE LIST 10 POOL CESSPOOL OVERLOAD

Other notes:

1. You will have to set up default routes point each router toward the Internet.

2. If you are pointing “against” the default route, you will have to insert a static route for that destination network.
