IP and MAC Addressing Overview
MAC Address

1. Found on a NIC (Network Interface Card) – where the network cabling connects to a PC or other network device.

2. Used to uniquely identify a host on a LAN.

3. 48 bits long

4. Expressed as 12 Hexadecimal digits

5. Two parts to a MAC address

a. 1st 24 bits – OUI (Organizational Unique Identifier) – Tells who made the NIC

b. 2nd 24 bits – Serial Number – This is an incrementing value for each NIC that is manufacturing, guaranteeing a different MAC address for every NIC produced.

6. OUIs are registered, so no two NICs in the world will ever have the same MAC address.
IP Address Breakdown

1. An IP Address is composed of 32 bits (binary digits).

2. It is usually expressed in dotted decimal format, showing 4 decimal numbers separated by periods.

3. Each number in an IP address is an 8 bit expression (byte or octet) and ranges from 0 to 255.
4. There are two parts to any IP address, network and host.

a. The network portion of an IP address tells which network it belongs to.  All hosts on the same network will have the same network portion in their IP address.

i. For example, on our network, every computer starts with 10 in the first octet.  That first octet is the network portion of our IP addressing scheme.

b. The host portion of an IP address tell which individual host you are on that network.  All hosts on the same network will have different host portions in their IP addresses.

i. On our network, the second, third and fourth octets are used for hosts.  Each device on our network will have a different combination of 2nd, 3rd and 4th octets.

Example:  223.8.151.99 – In this example, we have a class C network.  Thus, the first three octets tell us the network we are talking about (223.8.151.__) and the last octet points out the specific device on that network. (.99)  Every device on this network will start with those same first three number and will have a different last number.

Classes of Networks
1. There are three classes of networks, A through C.  You can determine the class of a network by the value in its first octet.

	Class
	Range of 1st Octet
	Binary Pattern of 1st Octet

	Class A
	1-126
	0xxxxxxx

	Class B
	128-191
	10xxxxxx

	Class C
	192-223
	110xxxxx


2. An IP address assigned to a device cannot have a value greater than 223 in the first octet.

3. Each class of network is distinct:

a. Class A Network

i. First octet only is network.  The 2nd, 3rd and 4th octets are host.

ii. N.H.H.H

iii. 16.7 million IP addresses on each Class A network.

b. Class B Network

i. First two octets are network.  The 3rd and 4th octets are host.

ii. N.N.H.H

iii. Approximately 65 thousand IP addresses on each Class B network.

c. Class C Network

i. 1st, 2nd and 3rd octets are network.  Only the 4th octet is host.

ii. N.N.N.H

iii. 256 IP addresses on each Class C network.

Types of IP Addresses
1. Network Address – This type of IP address is used to represent the entire network.  It is the first IP address and has only zeroes in the host portion of the IP address.  There is only one network address per network or subnet.

a. Examples – 
14.0.0.0 

169.31.0.0 

212.61.47.0

2. Broadcast Address – This IP address is used to deliver a message to all devices on your network.  It is characterized by all ones in the host portion of the IP address.  There is only one network address per network or subnet.

a. Examples – 
66.255.255.255   
188.54.255.255
201.100.11.255

3. Host Address – This type of IP address is assignable to devices.  It is the most common type of IP addresses and represents all IP addresses between the network address and the broadcast address.

a. Examples:
122.213.68.54

177.64.0.255

207.255.16.211

Subnet Mask
1. A subnet mask tells which parts of an IP address are unchangeable, locked or network, and which parts of the IP address are host and can (and should) be changed for each device on your network.

2. Default Subnet masks are determined by the class of network you are deal with.

3. At the binary level, network bits are given a value of 1 and host bits are given 0.

4. Network bits are always on the left and host bits are on the right.

5. Network bits must be the same for all devices on the same network.  Host bits must be different.

	Class of Network
	Octet Format
	Subnet Mask (binary)
	Subnet Mask (Decimal)

	A
	N.H.H.H
	11111111.00000000.00000000.00000000
	         255.0.0.0

	B
	N.N.H.H
	11111111.11111111.00000000.00000000
	         255.255.0.0

	C
	N.N.N.H
	11111111.11111111.11111111.00000000
	         255.255.255.0


Private IP Addresses
1. Private IP addresses are used to help preserve the dwindling number of  public IP addresses.

2. The can be reused, unlike public IP addresses.

3. There is a range of private IP addresses for each Class of network:

a. Class A - 10.X.X.X

b. Class B - 172.16-31.X.X

c. Class C - 192.168.X.X
